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Abstract- In this day of electronic communication and witle ever-increasing worldwide usage of the Internet
securing sensitive information such as credit canthbers, passwords, government secrets, medicaimafion etc.

is becoming increasingly important. In the inforioatage, cryptography enables us to store sensitfgemation or
transmit it across insecure networks like intersetthat it cannot be read by anyone except tlemd®d recipient.
Among many issues of cryptography, exchange of kamy®ng the communication party is one of the great
challenges. There are various key management schameavailable in cryptography to solve the saiblem.
This research is mainly concerned about the stddyadous group key management schemes in MANETe Th
major categories of group key management schemescamtributory and distributive. The Autonomous key
management (AKM) is one of the symmetric algoritinith a large number of nodes based on a hierarchica

structure to provide flexibilityand adaptively. The AKM can use any asymmetric sehsuch as RSA to generate
the pubic keys. In this research, the process dflA& enhanced by replacing RSA by Elliptic Curvey@ography
(ECC) algorithm. From the simulated results, itfésind that the AKM uses ECC is better than the tewds

algorithms.

Index terms: cryptography, MANET, group key management, AKNGAR ECC algorithm.

1. INTRODUCTION

In the information age, cryptography enables
us to store sensitive information or transmit itoss
insecure networks like internet, so that it canbet
read by anyone except the intended recipient. Based
on the number of keys used in the process of
encryption and decryption, cryptography is
characterized in two types such as symmetric kely an
asymmetric key cryptography. Among many issues
of cryptography, exchange of keys among the
communication party is one of the great challenges.
There are various key management schemes are
available in cryptography to solve the said problem

The wireless and dynamic nature of mobile
ad hoc networks (MANET) leaves them more
vulnerable to security attacks than their wired
counterparts. The nodes in this network may joith an
leave at any instance and it is very difficult teep
the groups in safe. A group can be static or dynami
A dynamic group allows the exclusion of members as
well as the addition of new members. Key
management for dynamic groups can provyateard
secrecy, when members that leave the group are
unable to compute future group kewsid backward
secrecy, when new group members are unable to
compute old group keys.

The major categories of group key management
schemes are contributory and distributive.
Distributive scheme is further classified as pukky
schemes and symmetric key schemes. The
Autonomous key management (AKM) is one of the
symmetric algorithm with a large number of nodes
based on a hierarchical structure to provide fléigyb
and adaptively. The AKM can use any asymmetric
scheme such as RSA to generate the pubic keys. In
this paper, the process of AKM is enhanced by
replacing RSA by Elliptic Curve Cryptography
(ECC) algorithm.

1.1 cryptography

Cryptography can be defined as the process of
making information indecipherable to all except

those who are the intended recipients of such
information.  Through  various methods of

cryptography, data can be safely transmitted withou

the threat of the information being intercepted and
subsequently, compromised. Data that can be read
and understood without any special measures is
called plaintext.

The method of plaintext in such a way as to
hide its substance is called encryption. Encrypting

29



International Journal of Research in Advent Tecbggl Vol.2, No.10, October 2014
E-ISSN: 2321-9637

plaintext results in unreadable form called cipher
text. The process of reverting cipher text to its
original plaintext is called decryption. The proses

encryption and decryption is depicted in the
following figure 1.
{Plaintext) i ,(pléi"t?)ft) -
' Hello World! | ' Hello World! |

(ciphertext)

R i —
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Figure 1: Encryption and Decryption

1.2 Types of cryptography

Based on the number of keys used in the process of
encryption and decryption, cryptography is
characterized in two types: (i) Symmetric key
cryptography (i) Asymmetric key cryptography.

First and foremost model of cryptosystem is
symmetric key cryptosystem. In this system both the
sender and receiver use the same key to encrypt and
decrypt the message. Key must choose carefully,
distributed securely among the communication
parties. Some of the known symmetric algorithms are
Advanced Encryption Standard (AES), Blow fish,
Data Encryption Standard (DES), International Data
Encryption Algorithm (IDEA), RC6 etc. Even though
these algorithms are good enough, they are not able
to provide service other than confidentiality. Agpar
from this, symmetric model has some problems like
Key Distribution, Key Management, and the number
of keys.

To overcome the above said problem,
Asymmetric cryptosystem also known as public key
cryptosystem was introduced. It uses a pair of keys
designated as public key and private key. The publi
keys encrypt the message, only the corresponding
private key permits to decrypt it. The standarbliou
key algorithms are Digital Signature Algorithm
(DSA), ElGamal, RSA (Rivest Shamir Adelman),
Diffie-Hellman (Merkle) key exchange, Elliptic
Curve Cryptography (ECC).

1.3 role of key in cryptography

Any cryptographic algorithm works in
combination with a key to encrypt the plaintexteTh
same plaintext encrypts to different cipher texthwi
different keys. The security of encrypted data is
entirely dependent on two things: the strengthhef t
cryptographic algorithm and the secrecy of the key.
Without a key, the algorithm would produce no
useful result. Akeyis a value that works with a
cryptographic algorithm to produce a specific ciphe
text and keys are basically big numbers.

Key size is measured in bits; the number
representing a 1024 bit key is huge. Bigger the key
the more secure the cipher text. While the pubiid a
private keys are mathematically related, it's very
difficult to derive the private key given only the
public key; however deriving the private key is
always possible given enough time and computing
power. This makes it very important to pick the ey
of the right size, large enough to be secure, imatlls
enough to be applied fairly quickly. In order tseu
the key in the cryptographic process, key need to
stored, exchanged and used.

1.4 Mobile Ad Hoc Networks (MANET'S)

In areas where there is litle communication
infrastructure or the existing infrastructure is
inconvenient to use, wireless mobile users may stil
be able to communicate through tfemation of
mobile ad hoc networks. A mobile ad hoc network, or
simply MANET, is a collection of wireless mobile
hosts that form a temporary network without the aid
of anycentralized administration or support.

In such a network, each mobile node
operates not only as a host but also as a router,
forwarding packets for other mobile nodes in the
network that may be multiple hops away from each
other. Possible applications of MANETs include:
soldiers relaying information for situational
awareness on the battlefield; business associates
sharing information during a meeting; attendees
using laptop computers to participate in an intévac
conference; emergency disaster relief personnel tha
are coordinating efforts at sites of fires, humies, or
earthquakes.

2. RELATED WORKS

URSA is a localized key management scheme
proposed by Luo, Kong, and Zerfos in their paper
“URSA: Ubiquitous and Robust Access Control for
Mobile Ad Hoc Networks”[33]. The difference
between URSA and SRP is that in URSA, all nodes
are servers and are capable of producing a partial
certificate, while in SRP only server nodes can
produce certificates. Thus, certificate services ar
distributed to all nodes in the network. This sckem
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generates communication delay, search failure, and
degrades the system security. It reduces system
security, especially when nodes are not well-

protected because an attack can easily locateratsec

holder without much searching and identifying effor

Partially Distributed Threshold CA Scheme
was discovered by Zhou, L. and Hass,Z. When the
mobile ad-hoc network is constructed, this schesne i
using the concept of CA distribution in threshold
fashion[26]. Security services like off line
authentication, great intrusion tolerance, andttrus
management by CA (certification authority) are
provided by Z&H asymmetric key management
scheme.

In the self-organized network each mobile
node acts as a distinct CA.SOKS was disclosed by
Capkun, S., Buttya, L., and Hubaux, P[34]. It has
poor scalability and poor resource efficiency but
having the off line authentication and limited
intrusion detection security services. SOKS having
high intermediates

Cluster Based Composite Key Management
is disclosed by R.PushpalLakshmi and A. Vincent
Antony Kumar in 2010. This scheme takes the
concept of off-line CA, mobile agent, hierarchical
clustering and partial distribute key management.
Public key of the members are maintained by cluster
head that reduces the problem of storage in PKI.
Overview of cluster based composite key
management scheme it supports network
extendibility through hierarchical clustering. This
model saves network bandwidth and storage space.

Zone-Based Key Management Scheme
using ZRP (Zone Routing Protocol). This model is
proposed by ThairKhdour and Abdullah Arefin 2012,
in this model for each mobile node zone is defined
[15]. Some pre-defined number is allocated to each
mobile node which depends on the distance in hops.
Symmetric key management is used by mobile node
only for intra or inside zone radius. Without degen
on clustering mobile node uses asymmetric key
management for inter-zone security. It efficientywa
to making the public key without losing the
capability encryption operations and high storage
cost.

3. GROUP KEY MANAGEMENT SCHEMES

Group key is a single key which is assigned only fo
one group of mobile nodes in MANET. For
establishing a group key, group key is creating and
distributing a secret for group members. There are
classified in several ways. The main categories are
Contributory Schemes and Distributive Schemes.
Centralized, in which the controlling and rekeyiofg
group is being done by one entity. Decentralized,

more than one entity is responsible for making,
distributing and rekeying the group key.

3.1 Contributory schemes

These are characterized by the lack of a trusted th
party responsible for generation and distributidn o
the cryptographic keys. Instead, all communicating
parties cooperate to establish (i.e., “agree” upon)
secret symmetric key. The number of participants
ranges from two parties (establishing a pair wisg k

to many parties (establishing a group key). AltHoug
not necessarily designed with adhoc networks in the
contributory approach of collaboration and self-
organization may seem to fit the nature of ad hoc
networks. Only one of these was designed
specifically for ad hoc networks.

3.2 Distributive Schemes

Distributive, where each key originates from a &ng
node. The nodes cooperate during key distribution,
but any key originates from a single source.
Distributive schemes may also be centralized, hat ¢
also be distributed. Each node generates a keyoand
distribute to others. It involves one or more teast
entities and comprise both public key systems and
symmetric systems. The Distributive category is
divided into symmetric and public schemes. Public
key schemes include traditional certificate-based a
identity based schemes. The symmetric schemes are
classified as either MANET schemes or WAN
wireless sensor networks schemes. WSN represents a
new class of adhoc networks with more constrained
nodes than traditional MANET.

Key management schemes
T
Contributory schemes Distrbutive schemes
- key agreement - key distribution
e
Public key schemes Symmetric schemes
Cortificte  |dentiy MANET WSN
based based schemes schemes

Figure 2: Classification of Key Management
Schemes
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4. COMPARISON OF CONTRIBUTORY AND
DISTRIBUTIVE SCHEMES

4.1. Summary of the Contributory Schemes

Contributory approach at first glance may
seem to fit the self-organizing nature of adhoc
networks none of the contributory schemes are good
for key management in ad hoc networks D-H, ING,
and H&O can be skipped due to missing
authentication. They are vulnerable to MIM attacks.
B-D and CLIQ can be left out they have an inherent
survivability problem with the dependency on
reliable multicasting. A-G fails on scalability and
robustness due to the dependency upon node ordering
and availability of all nodes during group changes.

4.2. Summary of Public Schemes
The Capabilities of the public key schemes are

summarized in Table 2. IBC-K, making certificate an
exchange superfluous is an interesting for adhoc

networks. The reliance of a PKG makes it best duite
for SAD operations. Depending on whether or not the
security policy demands centralized trust
management, IBC-K or COMP/UBIQ fits better in
the case of MAD operations.

4.3 Summary of Symmetric Schemes

It gives an overview of the capabilities of the
distributive symmetric key management schemes.
The WSN key management schemes generally
assume static nodes, mass deployment, or designed t
establish pairwise keys. Their aim and assumptions
render them inapplicable for protection of routing
information in traditional ad hoc networks with
mobile nodes. PSGK extended with S-HEAL or LKH
for revocation, appear to be the most promising
alternatives to symmetric schemes.

The summary of all the above said or
discussed schemes are provided in the following
tables.

cLQ

D-H ING B-D H&0 A-G
s o Reduce the Reduce the number
Two hz%'ecfldtr:i%;f number of of rounds fromn to | Password tGhrroot:JFg'; Eﬁzﬂnge
Characteristics Gaties D-H key rot.mds to 3 hy d (n = 29) .by arrang- | authenticated Tt et
reliable ing nodes into H&O
agreement S group controller
multicasting hypercube
Aim B G G G G G
Applicability
Net S.0. 5.0, Planned 5.0. 5.0, 5.0.
Authentication | No/None | No/None Public key No/None Password No/None
oy Yes No/None No/None No/Mone No/None No/None
tolerance
Security drust Nodes No/None CA No/None Organizer GC
Management
T 2 MIM' 0, Byzantine 3 MlM’ O, Byzantine 0. MW.I'
Vulnerabilities | MIM Byzantine 3 Byzantine A Byzantine
; Behavior . Behavior :
Behavior Behavior behavior
Aigiabiliny P Ring O 0 + RM H be O H beO | O+ GC+RM
Sesurgtons eer ing ypercube ypercube
Byzantine
Robustness behavior & Yes No/None No/None No/Mone No/Mone No/None
Faulty nodes
Group
e N/A Re-key Re-key Re-key Re-key Re-key
Scalability Poor Poor Poor Poor Poor Poor
G: Group Key (symmetric), GC: Group Controller, MIM: Man-in-the-middle, O: node ordering, P: Pairwise symmetric key, RM: reliable
multicast ,S.0.: self organizing

Table 1. Summary of Contributory Schemes
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Z-H MOCA

SEKM UBIQ AKM PGP-A COMP MOB IBC-K
S
B Most power- | Thresholed All nodes _ Anarchy:
g Eer;';fscf'i[ms ful nodes CA servers part of "Hierarchi- All nodes MOCA + g(z;::lgoes:;:‘;cmi_ E:ycé
8 Threshold ca | form Thresh- | form multi- threshold cal UBIQ" act as dis- PGP-A cratiantiale D
= old €A cast group | CA tinct CAs ¥
@]
2 = MOB-a: Off-line CA | Thresh-
= Aim PD TCA PD TCA PD TCA FD TCA FD TCA FD CA PD CA MOB-so: FD TCA old PKG
o
S
= Planned/ Planned/ MOB-a: Planned Planned/
% Net Planned Planned Planned Self-org. Self-org. Self-org. Self-org MOB-so: Self-org. Self-org
:i‘z;he""‘a' Off-line Off-line Off-line Off-line Off-line Off-line Off-line Off-line/sidle channel | Off-line
Intrusion tol. | Good Good Good Fair Fair/Good Limited Limited/Fair | Good Good
— - CA + CA MOB-a: N (Off-line
TrustMnmt | CA cA cA S KiThop: | S K Lo | e certified cn) PKG
= s i nodes MOB-so: Nodes
=
g Regional Com-
CRL distrib, | changes, promised e I A
» Comb_lne_r. CRL distrib, CRL distrib, 1—'.10': Revocaionlicompies n:_.-.»de_s, due to restriction iR
Vulnerabili- CRL distrib, CA ke CA ke neighbors CRL distrib mised Distributed SR Eacrite credan: distrib,
ties CA key o dati o datye < k. (Sybil | 1-hop nodes, CRL | trust o eXChany o CA | PKG key
update P P attack), CA | neighbors distrib mnmt, CRL ke L-lpdateg {2 update
key update | < k, CA key distrib, CA
update key update
#1-hop #PKG
3 FCA srvrs
RP, #CA srvrs RP, #CA neighbors < " nodes >
faoie o RP, #CA srvrs #1-hop RP, Chains = k or CA MOB-a: off-line CA
::sal:ﬁb;tl:gns :r k&gzzg L:3> > k, CA srvrs Erxr:r\?rsk neighbors I:;':);a:i of trust, certified MOB-s0: side chan- ::;)';'26
conn., sync conn., sync conn., sync > k, sync Region- sync ?elghbcr > nel EEEE
2 awareness syne
=
g Byz.
2 | behavior & Good Good Good Good Limited Good Limited Gooad Good
2 | Faulty nodes
C + CRL
Group accusations
changes € + CRL C + CRL iC ++ CRL C + CRL + Region C + CRL C(+ CRL) C + CRL IRL
size
£
E Poar Limited Limited Fair Limited Poor Limited Limited Fair
o
A

#: The number of, Byz..: Byzantine, C: Certificate, CA: Certificate Authority, CRL: Certificate Revocation List, conn.: Connectivity, distrib: Distribution, FD: Fully
distributed, IRL: ID (Key) revocation list, k: threshold value, mnmt: management, N: No/none, PD: Partially distributed, PKG: Private Key Generator, RP:
Already running routing protocol, srvrs: Servers, sync: synchronization, TCA: Threshold CA, tol.: tolerance

Table 2: Summary of Public Schemes

5. ENHANCED AUTONOMOUSKEY
MANAGEMENT SCHEME

Key management within a Mobile Ad hoc
Network (MANET) is a security issue that cannot be

ignored. Many researchers have dedicated themselves

to this field since 1999. Some schemes are suitable
for a limited number of nodes and are inefficient,
insecure, or unreliable when the nodes increase.
Nodes may join the MANET and leave later
normally. Thus, the key management scheme in
MANET must be dynamic. The main challenge of
MANET is that node handles the joining or leaving
of nodes with the limited resources, such as CPU

computation, storage, and power consumption [31].
The mobility of a MANET increases its unreliability
and limits the bandwidth of wireless environmeng du
to frequent topology changes.

5.1 Autonomous Key Management (AKM)

Autonomous key management (AKM) for a
mobile ad hoc network with a large nhumber of nodes
is based on a hierarchical structure to provide
flexibility and adaptively. Every leaf node in the
logical tree structure is a real ad hoc devara] the
other nodes are virtual nodes. The root node hblkls
global secret keyand AKM distributes key shares to
its children recursively from the root down tbe
leaves using Shamir’s secret sharing scheme.
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K B

[3.2]

PSGK SKiMPy S-HEAL LKH PRE SPINS GKMPAN PEBL INF LEAP
Suite of protocols Resists
5 PRE + uTES- | Keys for . =
Pre- Estabish X Proba- for WSN. Key: LA assisted application Whisper | iPntrusion
Character- shared key on Polynomi- | Key bilistic key | management: rovocation e etk | et through
istics G ke network al sharing | Hierarchy | distribu- Pre-shared keys for PSGK in Heriba ne‘i’ hbor | NN~
9rovp KeY | formation tion between nodes Wl Lk PSGK*’d 4 mobile
and base station nodes
Keys Keys
= between PK and Authen- between | GK, PK,
=1 Aim GK GK Eeviff) pe= E:v*%)re subsets of ticated route to S: rev & re- GK 1-hop cluster
T =Y 5 1-hop base station ¥ neigh- keys
o neighbors bors
2
Net Plan Plan Plan Plan Plan Plan Plan Plan S. O. Plan
‘c"a"'ttlgf‘““' Off-line c, KP N KP KP Off-line, pTESLA | KP uTESLA KP N KP
lrérruslon Poor Limited Fair Fair Fair Fair Limited Poor Poor Limited
= Off-line/ =
‘E | Trust Off-line il & Moar GMngr || 2ntelleriie s ctation onlineKey | Gepgine N Base =t
S | Mnmnt node Server tion
& nodes
;:312‘:' G Mngr, GMnar Key Server, Tamper, Re- Eaves- :{":;: ey
Vulnerabili- | L o colluding | PMN9r Controller | Base station, synch, Byz key, synch, el ability
ties L2 Ky nodes>1t, St node Synch nodes, rev of Cluster head ping Base £
e Byz nodes innocent selection < aion
Synch, Full
Availability = Mngr, = Mngr, Key ring connectivity 1-hap
Reliable Reliable , 2 - & No
assump- N N Foydistie | key dis fits with Base station Key Server during TEK neigh- mability
tions ton +rib neighbors' establishment, | bors> 1
- . Cluster head
i}
£ | By
5 ,
o ::::ﬁ_;"or = Good Fair Poor Poor Good Good Limited Limited Good Limited
=
nodes
Dynamic Key o
group N N Re-key Re-key re-adver- N Re-key Per:)dm LER N Re-key
= update
changes tising
=
= | Resource E a2 . s . 5
O -
% | K Fiiency Good Fair Fair Fair Limited Poor Fair Limited Good )
A
Byz: Byzantine, C: Certificate, CA: Certificate authority, G: Group, GK: Group key (symmetric), KP: Key Possession, Mnmt: Management Mngr: manager, N:
No/none/Not addressed, PK: Painwise keys, PKI: Public key infrastructure, Plan: planned, Re-key: re-keying, rev: revocation, 5.0.: self arganizing, synch: syn-
chronization, TEK: Traffic Encryption Key, WSN: Wireless Sensor Network,
*) assumes static nodes — scalability in MANETs with mobile nedes makes little sense
**) It is here assumed a pre-distributed greup key and S-HEAL/LKH used far revocation

Table 3: Summary of Symmetric Key Management Schemes

/éch;a scheme, such as RSA. Additionally, every real node
[ oceaet has its PKI key pair befoljeining AKM.
kev
[2.2] =< 5.1.1 Function Updates
-

Function update prevents any intruders from
compromising the secret, and the AKM updates keys
periodically. First, the region with (n, t)-thredtio
must select t nodes and each node is indicated as
nodeiel, ..., t.

Each node i generates update share Si,j(1
< n) of key 0. The node i selects random numbers

‘ Secrefyz

‘ Seciety;

‘ Secrety

‘ Secrer;;‘ ‘ .":iecrer;,;‘

‘ Secrety; ‘ ‘ Secrety

Cl.l

. 177 3

13

¥ Xj(1 <j<n)and rd(1< d<i - 1) to compute

11
(:D Afirtusl Node |:| . Real Node coefficients ad = (rd[0)(¥ d<t - 1). Si,j = a(xj =

Pt-1 r=0 ar(xj)r (mod p), for ¥ j < n. Node i then

Figure3: Example of AKM distributes Si,j to node € 1, . . . , n. When node j

receives the update shares distributed from other t

Every node except the AKM root node must nodes in the region, it computes a new share
store its own public key pair and ifgarent node
secret share. The secret share each virtual branch S'j=Sj+1tXi=1Si,j (mod
node holds is as thgecret key, and the public key ) N (2)
can be generated using any asymmetric cryptographic
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The previous section describes how AKM
can manage its secret sharing hierarchical streictur
using seven region-based functions. These opesgation
cover all possible region changes from node joining
to leaving. The key update frequency in MANET is
adjustable depending on the application environment
If the frequency is high, the MANET would be
secure enough against adversaries, but would result
in lower performance and heavy power consumption.
On the contrary, if the frequency is low, the
communication between nodes in MANET suffers
from key inconsistency after many nodes join and
leave continuously.

5.1.2 Function Join

Function Join is used when a node i wants to
join a (t, n)-threshold region. The node sends a
request to node € 1, . . ., t in the region. Upon
receiving the request, node j checks its certificat
revoking list (CRL) first. If node j accepts the
request, it computes a partial shat¢ & node i:

S; = S;l;(Z) +A; (mod q)
Where
: I1D; —ID,
Lii)= ]I ————= (modgq), A;=
d r=1,r#j IDJ — 1D, = r=1,r#j

that Sj,r is a number which pairs of nodes (g1 <
j<t, 1<r<t,and

1, a = 0
o (@) = —1. x = 0
0, otherwise

After receiving all partial shares, node i genegate
secret share Si:

i t
5‘5 -
=1 =1 =1

5.1.3 Function Leave

Function leave is used when a node leaves a
region. Any nodg removes the certificate of node
from its key management records when receiving a
leave request from node or detecting the node

leaves. The share key of nodedoes not change until
the AKM updates key periodically.

5.1.4 Function Merge

Function merge is used when the number of
nodes in a region is below threshold. The region is
simply divided into many parts and they join to the
other sibling regions respectively.

5.2 Enhanced AKM

The existing AKM uses a RSA algorithm as
a public key cryptosystem. Recent years finding the
possible alternative to RSA as ECC (Elliptic Curve
Cryptography) [32]. All the aspects of cryptographi
operations such as encryption, decryption, key
exchange and digital signature, ECC is found a good
alternative one. ECC uses vey smaller key than RSA
and DSA algorithm. For example, the key size of 128
in ECC is more powerful than 1024 bits of RSA in
various aspects. Since the MANET is operating
mostly on limited resources, we need efficient
security mechanism fyias simple as possible. It is
found ECC is a best suitable algorithm for MANET.

5.2.1 Implementation of Enhanced AKM

The standard simulator ns-2 is used to test
the proposed scheme and the obtained result is give

3 a(i—r) i.ngIgble 4.(3)

Communicatio
n Time

Communicati
on Time

(100 nodes) | (150 nodes)

AKM 2.5 ms 3.7ms
Modified AKM 2.1ms 3.5ms
Enhanced AKM 1.79 ms 2.9 ms

t
Si=> S;l;(ID;) +> A, (mod gq).

Table 4: Compariéélrg of Enhanced AKM with
existing works

From the above table, it is found that
replacement of RSA by ECC reduces the
communication time in a Group key management in
MANET. This may be better when the number of
nodes increases in large.
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5.2.2 Analysis of Enhanced AKM with Existing
AKM

O AKM
B Modified AKM
0O Enhanced AKM

Communication Time
(ms)

100 nodes

Number of nodes

Figure 4: Analysis of Enhanced AKM with 100
nodes

From the above Figure, it is found that
replacement of RSA by ECC reduces the
communication time in a Group key management in
MANET. This may be better when the number of
nodes increases in large. The 100 nodes take the
communication time of Enhanced AKM is 1.79 ms.It
is low communication time compare with existing
AKM.

OAKM
B Modified AKM
OEnhanced AKM

Communication Time
(ms)

150 nodes

Number of nodes

Figure 5: Analysis of Enhanced AKM with 150
nodes

From the above Figure, it is found that the
150 nodes take the communication time of Enhanced
AKM and 2.9 ms.lt is low communication time
compare with existing AKM.

6. CONCLUSION AND FUTURE
ENHANCEMENT

In the information age, cryptography enables
us to store sensitive information or transmit itoss
insecure networks like Internet. Exchange of keys
among the communication party is one of the gréates
challenges. Group key management in mobile ad hoc
network  (MANET) includes activities for
establishment and maintenance of the group key.
Maintenance activities consist of changing the grou
key due to group member’s addition or exclusion or
due to the use of the group key for long periods of
time (key refresh). A gookey management policy is
extremely important for the deployment of security
services. The major categories of group key
management schemes are contributory and
distributive. Distributive scheme is further clifiesi
as public key schemes and symmetric key schemes.

In this research work initially various group
key management schemes in both contributory and
distributive are studied in all the aspects and
comparison is provided. Even though many
contributions and open problems are still available
the discussed schemes, the AKM is considered for
the enhancement. Recent years finds ECC is a best
suitable alternate for any other existing pubic key
cryptographic algorithms such as RSA, DSA and DH.
To enhance the group key operations of AKM, we
have considered ECC instead of RSA. The result
obtained after the simulation shows that the endénc
AKM provides better communication time than the
existing. Since the applications of MANET is
increasing day by day, still many areas of
cryptography need to be improved to provide secure
communication among nodes.
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